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Abstract 

Currency transaction is a major part that had to be made secured. So rather than making usual 

currency transactions, there is a secured way of currency transactions by using cryptocurrency which 

has the concept of blockchain. In today’s world, the advancement of cryptocurrency facilitates every 

individual to make use of cryptocurrency for investing savings and transactions. Hence, we can 

witness the huge number of transactions occurring per second. Therefore, it is transforming the way 

of understanding the currency in a digitalized manner. It invokes interposer to interlope in the 

particulars of the transactions. To make an ensured transaction, we are using APC (ALPHA COIN) 

cryptocurrency. This APC cryptocurrency transaction is protected with the support of blockchain  

so that every user utilizing the APC for their transactions, can be more confident in doing their 

currency operations. The biggest demand of every user is securing their transaction details regarding 

the usage of cryptocurrency. Therefore, by using the hashing algorithm we are converting the values 

of the user’s transactions details into hash values. The transaction details are validated using  

a validator and the validations are fact-checked by the administration, with the implementation of 

the modal concept of “proof of stake”. 
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Introduction 

Throughout the course of recent years, blockchain 

innovation has been declared by quite a few people 

as the most critical technological breakthrough since 

the creation of the Web. A blockchain is  

a disseminated information base of records divided 

between network members. With the assistance of 

cryptographic hash capabilities, computerized 

marks, and conveyed agreement systems, when  

a record enters the data set, it can’t be modified  

 

 

 
 

without the agreement of the other organization 

members. Subsequently, information put away  

in a blockchain can be ordinarily checked even  

in a decentralized climate, which prompts  

various blockchain applications. Cryptographic 

(Aitzhan and Svetinovic, 2016) forms of money,  

the most well-known blockchain applications, have 

a complete market capitalization of more than $200 

billion when this article is composed, with in excess 
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of 2000 digital currencies (Ball et al., 2017) 

organizations. When a user completes any 

transactions in this, they want their transactional 

information to be protected. Furthermore, there is  

a chance that intermediaries would manipulate  

the transactional details, which will lead to illegal 

acts that violate the user’s privacy. 

In our project, we are destroying this problem. 

When a user makes a transaction, information such 

the sender’s and receiver’s wallet identifiers,  

the transaction amount, the transaction number,  

and the transaction time are validated in order to 

identify the sender’s and receiver’s transaction.  

The validator, who arranged a smart contract with 

the administration, performs the validation process. 

Every user who uses the APC (Daian et al., 2017) 

for their transactions can feel more secure carrying 

out their financial transactions thanks to the 

blockchain’s protection of this APC coin transaction. 

Securing their cryptocurrency transaction 

information is what every user wants the most.  

As a result, we are transforming the values of the 

user’s transaction details into hash values by 

applying the hashing algorithm (Figure 3(b)). 

Materials and Methods 

In the proposed system, when a user confidently 

makes transactions in our APC cryptocurrency, we 

must assure the security of every detail concerning 

their transactions. So during the operation of 

transactions, the more confidential and sensitive 

details should be verified and protected. Here  

a validator with a smart contract will validate the 

correctness of the transactions. Thus, for each 

validation, the validator acquires the respective 

APC benefits. Even fact-checking is required to 

verify the validated details given by the validator to 

ensure the rectitude of the details given during  

the validation. The fact-checking process is by using 

the concept of proof of stake (Figure 1). Further, the 

validated particulars are encrypted and the 

encrypted details are further turned into hashed 

values using the algorithm named SHA-384 

(SECURE HASH ALGORITHM) (Miller et al., 

2014) is used to hash the data in the Blockchain so 

that the details cannot be accessed by any person 

other than the user. By providing the twofold 

stratum of security using both encryption and 

exclusively hashing (Figure 3(b)) our APC 

cryptocurrency transactions are more trustworthy 

and advance the potency of the transaction process 

 
 

Figure 1. PoW and PoS consensus mechanisms  

 

 

 

 
 

Figure 2. System architecture 
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Figure 3. (a) Validator, (b) Hashing process 
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from both the user and receiver side who are 

availing our APC cryptocurrency (Li et al., 2017). 

 

Merits 

Unlike traditional cloud storage, blockchain 

data storage solution breaks users’ data into small 

portions. After doing so, it adds a security layer  

and distributes it throughout the network. If anyone 

tries to hack it, then they will get encrypted data 

first. At a later stage, they will get only a fragment 

of the data and not the whole file/block. Whenever 

a miner tries to fetch or access the data, all the 

fragments of data are first validated. The participant 

only gets a fragment of data and hence all sensitive 

information is protected from other miners. 

Moreover, each of these fragments of data is stored 

in a decentralized location. 

Module Description 

User 

This module (Figure 2) gives the login and 

registration page where the users can register for the 

cryptocurrency transaction and cryptocurrency 

conversion. The registration page holds the 

username, email id, unique identification number, 

and password. Once the user has registered, after the 

approval of administration they can log in to their 

page. After logging in the session has been created 

which holds the user details. In the user module, 

there is an APC wallet where the user can view the 

amount details including the APC value. In this 

submodule, users can send their APC to another 

user’s wallet with the name of the receiver and 

wallet id with transaction pin and APC. In this, the 

user can perform two types of conversion where can 

convert the user’s currency to APC and vice-versa. 

Then in account info submodule, initially gives  

the registration form to the user to register the  

bank account to transfer the currency to APC  

and vice-versa. Once the registration has been 

completed, the account details will be displayed on 

this submodule. In the APC transaction submodule, 

it displays the table that has the APC transaction 

details where the APC is sent and received by  

the current user. In another submodule of currency 

transaction, which has the table that displays  

the currency conversion transaction details which 

have two types of currency to APC and vice-versa. 

And finally, the logout submodule is used to delete 

the session details of the particular user. 

 

Validator 

In validator module (Figure 2), it has the login 

and registration page where the validator can 

register for the validation process. After the 

approval for login from the administration, the 

validator (Figure 3(a)) needs to register the account 

and needs to make a smart contract to become  

a validator. In the wallet, the submodule validator 

can transfer the APC to another APC wallet and also 

can convert the currency to APC and vice- versa. 

The validate queue submodule gives the table which 

shows the transaction details to be validated and that 

will be displayed to all validators where the current 

validator can accept the transaction details for 

validation which will be displayed in the submodule 

in the form of table structure.In that submodule,  

the validator can validate the particular transaction 

details. The transaction submodule shows the 

transaction with the validator account and the 

wallet. Finally, the logout submodule is used for 

deleting the session details of a validator (Figure 

3(a)). 

 

Repository 

This module gives out the login page where  

the repository in-charge person can log in through 

this page to get the page to be redirected to the 

repository page. After the login process, the session 

has been created for the repository person. It has the 

submodule of transactions which displays the table 

with transaction details which are passed from  

the fact-checking (Miller et al., 2015) process. 

In that, the encryption process is carried out by the 

repository in charge. Once the encryption process is 

completed then the encrypted value with the key 

will be displayed in the encrypted data submodule. 

In the encrypted data submodule, the table will 

display the encrypted data where the in-charge can 

hash the encrypted data and add that data in the 

blockchain, and store it in the ledger. And also the 

hashed data are stored in different cloud storage 

which satisfies the blockchain in the cloud concept. 

Ledger is a submodule which display the hashed 

data in the ledger with the individual validator. 

Furthermore, cloud storage submodule has multiple 

cloud bases and it displays the hashed data in 

blockchain stored in the multiple cloud bases (Kopp 

et al., 2016). 
 

Administration 

The administration (Figure 2) module displays 

the login page where an admin can log in to get the 

page to be redirected to the admin page. User wallet 

submodule shows registration details of the user 

which will be approved by the admin. And in 

validator submodule shows the registration details 

of the validator where the admin can approve  

a particular validator. The allotment submodule 

displays the table has all types of transaction details 

that need to be validated by the validator. It also 

shows the status of the validation process which  
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is validated by the validator. The fact check 

submodule is used to make the fact-checking 

process for the validation. Admin will be fact-check 

the validation process and if the process is valid then 

some amount of APC will be credited to the 

respective validator’s wallet (Figure 3(a)). If the 

process is not valid then according to the smart 

contract some of the APC will be debited from the 

respective validators. 

Secure Hash Algorithm 

SHA-384 (Secure Hash Algorithm 384) is  

a cryptographic hash function that generates a 384-

bit message digest. It is one of the members of the 

SHA-2 family of hash functions, which also 

includes SHA-256, SHA-512, and several other 

variants. The SHA-384 (Shoker, 2017) algorithm 

operates on messages up to 2^128 bits in length and 

produces a fixed-size 384-bit output. Like other 

hash functions, it is designed to be a one-way 

function, meaning that it is infeasible to compute the 

original message from its hash value, or to find two 

different messages that produce the same hash 

value. 

The algorithm operates by breaking the input 

message into blocks and processing each block 

through a series of mathematical operations to 

produce a message digest. The final message digest 

is a combination of the results of all the individual 

block operations. SHA-384 provides a high level of 

security, making it suitable for use in a variety of 

applications, including digital signatures, message 

authentication, and password storage. However,  

it has been largely superseded by the newer SHA-3 

family of hash functions, which were designed  

to address some of the vulnerabilities and 

weaknesses of the SHA-2 (Wang et al., 2019) 

family.Basically it is an software based project so, 

SHA-3 (Tschorsch and Scheuermann, 2016) family 

is slower only in software based system. 

Secure Hash Algorithm SHA-384 

It is a cryptographic hash function that generates  

a 384-bit message digest. 

Algorithm 

import hashlib def sha384(message): 

# Convert message to bytes message = 

message.encode(‘utf-8’) 

 # Hash the message using SHA-384 

sha384_hash = hashlib.sha384(message) 

# Get the hexadecimal representation of the hash  

hex_digest = sha384_hash.hexdigest() return 

hex_digest 

Security Issues 

The ongoing plans of the PoS (Figure 1) 

conventions are confronting a few security issues. 

First and foremost, since the block age consumes 

insignificant assets, reasonable members might 

attempt to make various blocks or forks, i.e., nothing 

in question assaults. Besides, the foe might attempt 

to pay off the pioneer, i.e., pay off assaults,  

to perform twofold spending assaults. To relieve 

these assaults, the conventions can take a pioneer’s 

store in the event of pernicious ways of behaving. 

In the convention where there is no punishment 

component, the nothing in question assault can be 

moderated by having precisely one forerunner in 

each round. Notwithstanding, without a punishment 

instrument, it is challenging to forestall pay off 

assaults. 

One more sort of assault that explicitly focuses 

on the PoS (Figure 1) conventions utilizing casting 

a ballot systems is a long-range assault. For casting 

a ballot based PoS conventions, the board 

individuals might sell their stakes quickly toward 

the start of the age they are chosen. They are then 

unaffected by the motivating force system yet still 

have casting a ballot rights. Subsequently, they 

might act malignantly without being impacted by 

the punishment. A few conventions manage such 

goes after by locking the stake of the board of 

trustees part for a predefined time frame after the 

age finished. By utilizing a council to decide in 

favor of each and every block, when a block is added 

to the chain it is concluded. In this manner, the 

exchange history can’t be changed, and every one of 

the referenced assaults are moderated. 

Result and Discussion 

The outputs are the hash values which are added  

in the blockchain by using the hash functions. 

Comparatively SHA- 384 algorithm is 50% faster 

than SHA-256 and SHA-512 in 64bit machines 

which are used widely every where in industries. 

Conclusions 

We are implementing a blockchain that guarantees 

the security of the transactions made by the user who 

wants their particulars to be confident. Thus when  

a validator validates this transaction process and the 
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fact-checking operation will happen through 

validator. Here the showstopper is accuracy of  

QR scanner, limitations of blockchain explorer, 

compatibility with newer cryptocurrencies. The 

main advantages are while using 64 bit machines 

SHA-384 will be more faster than SHA family. 
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