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Abstract

This paper presents a distributed denial of service (DDoS) detection framework using machine learning techniques
enhanced with hyperparameter optimization for network traffic classification and evaluated on the BCCC-cPacket-Cloud-
DDoS-2024 dataset. The framework includes data preprocessing with normalization and class imbalance handling via the
synthetic minority over-sampling technique. A critical contribution of this study is the rigorous analysis of the trade-off
between detection accuracy and model complexity. Unlike arbitrary feature selection methods, we empirically determined the
optimal feature set using information gain, identifying that the top 100 features represent the saturation point that balances
high accuracy with minimal overhead. Model performance was further improved through hyperparameter optimization using
particle swarm optimization and Bayesian algorithms. The extreme gradient boosting (XGBoost) model optimized using
Bayesian optimization and the top 100 features achieved the highest performance, with an accuracy of 99.29% and an F1-
score of 98.91%. As a result, the proposed framework improves detection performance while reducing model complexity by
selecting an optimal feature set to improve model stability and efficiency.

Keywords: DDoS detection framework, feature selection, hyperparameter optimization, machine learning, XGBoost

1. Introduction

Internet and data communication are among the
most crucial components affecting our lives. They
influence many aspects of daily life, including industry,
banking, transportation, and telecommunications. These

information technologies offer many advantages, such
as helping people work faster, improving
communication, and making information easier to
access. They also support businesses by reducing
errors, saving time, and enabling better decision-
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making. As the world becomes more connected, the
role of the internet and data communication continues
to grow and becomes increasingly necessary in
everyday life.

As technology, data transmission, and network
infrastructure continue to grow, the security of these
systems has become increasingly important. Attackers
or malicious users who attempt to damage the system
or steal information can cause serious problems and
compromise data security. To address these risks, one
common solution is the intrusion detection system
(IDS). This system helps monitor networks, detect
abnormal traffic, and generate alerts when a
cyberattack occurs so the system can respond and
protect itself appropriately.

Distributed denial of service (DDoS) is a type
of attack that often targets cloud systems. The core
concept of DDoS is that an attacker takes control of
many computers, called a botnet, and uses them to
send a large volume of traffic to a server. When
excessive traffic arrives simultaneously, the system
experiences resource exhaustion, such as high CPU
usage. By keeping connections open for extended
periods, attackers drain the server’s computational
resources. Consequently, legitimate users are unable
to access the service, as shown in Figure 1.

For businesses, a DDoS attack can cause
systemic paralysis. If a service becomes unavailable,
users cannot access important information and it
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immediately affects the organization’s perceived
reliability. Recent reports indicate that DDoS attacks
are occurring more frequently. In 2025, Yoachimik
and Pacheco (2025) reported that, during the second
quarter, Cloudflare mitigated more than six thousand
large-scale attacks, well over seventy per day, and that
the total number of attack cases reached over 27
million, exceeding the total recorded in the previous
year.

Machine learning (ML) is a branch of artificial
intelligence that enables a system to learn how to
perform certain tasks based on previous experience.
Over the years, large volumes of network traffic logs
have been collected, including both normal traffic and
traffic showing signs of attacks. These logs are usually
stored as structured data, making it possible to analyze
and identify patterns that may indicate abnormal or
harmful activity. ML algorithms can be used to predict
or estimate future attacks. For network traffic
anomaly detection applications where there are many
input features and a clear target to predict, supervised
learning is often the most suitable approach. The
model learns from past data that already have labels.
Common algorithms used in this area include decision
tree classifiers (DT), logistic regression (LR), k-
nearest neighbors (KNN), random forest (RF),
categorical boosting (CatBoost), and extreme gradient
boosting (XGBoost).

Figure 1 DDoS attacks on Cloud Infrastructure
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There are also methods that combine several
algorithms to improve accuracy and stability, known
as ensemble learning, such as random forest and
XGBoost, which are widely used for attack detection
because they usually provide strong and reliable
results. These algorithms help the system identify
unusual behavior more quickly and reduce the
likelihood of attacks that could damage network
infrastructure.

Supervised machine learning has several
advantages compared with deep learning or
unsupervised methods, especially when working with
network traffic. Since most network datasets contain
clear labels, supervised models can separate normal
and attack behavior more effectively. Additionally,
machine learning models use fewer resources and run
faster than deep learning models, which makes ML
more suitable for near-real-time detection in edge or
cloud computing.

Compared with unsupervised methods,
supervised models usually provide higher accuracy
and more stable results. They also reduce false alarms
and are easier to interpret, which is important for real-
world network security, where quick and reliable
decisions are needed.

Hyperparameters are essentially the key
configuration settings that guide how a model learns
during the training phase. When these parameters are
set appropriately, the model can recognize patterns
more efficiently and interpret the data with greater
accuracy. In contrast, poorly chosen hyperparameters
can cause the model to perform poorly, leading to
weak pattern recognition and unreliable detection,
especially in tasks involving network traffic. Proper
tuning is crucial for achieving a model that is both
stable and accurate.

To identify the most effective hyperparameter
values, we applied automated optimization techniques,
such as particle swarm optimization (PSO) and Bayesian
optimization. PSO operates through a cooperative
search process in which multiple agents explore the
solution space and share information to gradually
move toward an optimal configuration. Bayesian
optimization takes a more analytical approach by
learning from each evaluation and using that
knowledge to make more informed predictions about
the next set of parameters to test. These automated
methods significantly reduce manual error, improve
training efficiency, and consistently lead to better-
performing models.

In recent years, many studies have focused on
DDoS attack detection in modern networks. They use

different machine learning models, neural network
architectures, and tuning techniques to improve
performance. Most studies also include preprocessing
steps, such as cleaning traffic data, extracting and
selecting features, and normalizing values to make the
models learn more effectively. In addition, these
studies rely on well-known datasets that collect real
attack traffic for training and testing.

Many datasets for DDoS detection have been
collected and published by researchers. Sharafaldin
et al. (2018) generated a new IDS dataset namely
CICIDS2017, which covers all eleven necessary
criteria and includes common updated attacks, such as
DDoS, brute force, structured query language
injection, infiltration, port scan, and botnet attacks.
Sharafaldin et al. (2019) introduced CICDD0S2019,
a dataset containing 11 types of DDoS attacks
designed for evaluating IDS performance. In addition,
Shafi et al. (2024) conducted a comprehensive review
of state-of-the-art DDoS datasets, assessing 16
publicly available datasets and highlighting 15 major
limitations from multiple perspectives. They further
proposed a new cloud-based dataset named BCCC-
cPacket-Cloud-DDoS-2024.

Based on these datasets, researchers have
applied traditional ML classifiers, deep learning (DL)
architectures, and hybrid models to learn patterns
from network traffic and distinguish malicious
behaviors from normal activities. Chen et al. (2025)
proposed the use of adaptive grid search with cross-
validation (GridSearchCV) to address the latency and
efficiency limitations of traditional GridSearchCV.
Dasari and Kaluri (2024) presented a hierarchical ML
framework that classifies DDoS attacks in progressive
stages. The model integrates hyperparameter
optimization to boost accuracy and reduce false
positives. Sanchez et al. (2021) evaluated multiple
ML algorithms for DDoS detection under a unified
experimental setup. They applied grid search
hyperparameter optimization to measure how tuning
impacts the model.

Saghezchi et al. (2022) focused on detecting
DDoS attacks in Industry 4.0 cyber-physical
production systems (CPPSs) using machine learning.
The authors evaluated several ML models on traffic
patterns specific to industrial environments. Cil et al.
(2021) developed a feedforward deep neural network
(DNN) to detect DDoS attacks with high accuracy,
showing that deep architectures can improve
robustness and precision in modern DDoS detection
systems. Saini et al. (2020) compared multiple
machine learning algorithms, including support vector
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machine, RF, and KNN for detecting DDoS attacks
using network traffic features and identifying the
algorithms that achieve the best accuracy. Santos et al.
(2020) proposed ML-based DDoS detection specifically
designed for software-defined network environments.
The system extracts OpenFlow-based features and
evaluates models such as DT, RF, and multilayer
perceptron.

Al-Shareeda et al. (2023) compared a wide
range of machine learning and deep learning models
for DDoS detection on CICIDS2017 and
CICDDo0S2019. They concluded that DL achieves
higher accuracy, while ML is lighter and more
practical for deployment. Mohmand et al. (2022)
developed a hybrid ML pipeline for classifying and
predicting DDoS attack patterns. Their approach uses
feature engineering and ensemble learning to improve
detection performance. Vinayakumar et al. (2019)
introduced a deep learning-driven IDS using stacked
autoencoders and deep neural networks and achieved
strong detection performance across multiple
benchmark intrusion datasets. Indrasiri et al. (2022)
proposed a stacked ensemble classifier to detect
malicious traffic in IoT environments. Their method
integrates multiple base learners with a meta-classifier
to boost accuracy.

Awan et al. (2021) developed a real-time
DDoS detection system built on a big-data analytics
framework. They leveraged distributed processing on
Hadoop to handle high-volume network traffic
efficiently. Bhattacharya et al. (2020) presented a
hybrid principal component analysis (PCA), firefly
algorithm, and XGBoost intrusion detection model,
with PCA used to reduce dimensionality. Sathaporn et
al. (2025) proposed a hybrid convolutional neural
network (CNN) and recurrent neural network (RNN)
architecture enhanced with multi-head attention for
cloud-based DDoS  detection. The results
demonstrated significant accuracy gains and superior
performance on cloud infrastructure traffic.

Rai and Mandoria (2019) evaluated several ML
algorithms for network intrusion detection. The authors
compared accuracy, processing speed, and suitability
across multiple attack categories. Becerra-Suarez
et al. (2024) presented the results of a comparative
analysis of six machine learning techniques, namely
RF, DT, AdaBoost, XGBoost, multilayer perceptron
(MLP), and deep neural network (DNN), for
classifying DDoS attacks. Sadhwani et al. (2023)
proposed a lightweight IDS that combines machine
learning with efficient preprocessing, including
missing value handling, standardization, and feature

selection using an Extremely Randomized Trees
classifier. Liu et al. (2023) proposed a DDoS detection
method based on feature engineering and machine
learning for software-defined networks, aiming to
improve detection accuracy and efficiency. Ahmad et
al. (2023) proposed an optimized hybrid deep
intrusion detection model to enhance network
security, combining multiple deep learning techniques
for better performance.

Based on the existing literature, several critical
research gaps remain. First, most existing frameworks
rely on outdated benchmark datasets that fail to reflect
the complexity of modern cloud-based traffic. Second,
previous studies often arbitrarily select feature subsets
without a rigorous analysis of the trade-off between
model complexity and detection accuracy. Finally,
direct comparative studies between probabilistic
Bayesian optimization and heuristic PSO methods for
fine-tuning XGBoost in high-dimensional network
data are largely lacking. Therefore, to address these
limitations, we present the following main
contributions:

e We evaluate our framework on the modern
cloud-traffic BCCC-cPacket-Cloud-DDoS-2024
dataset. This ensures that our detection model is
robust against current TCP-based DDoS attack
patterns, specifically within cloud infrastructures.

e We perform a rigorous trade-off analysis
using information gain. We analytically identify that
the top 100 features represent the stability saturation
point, maximizing the Fl-score while significantly
reducing computational overhead for real-time
detection.

e We provide a comprehensive benchmark of
probabilistic Bayesian optimization and various
heuristic techniques, including particle swarm
optimization (PSO), genetic algorithm (GA), and
simulated annealing (SA). Our results demonstrate
that Bayesian optimization yields superior stability.

The remainder of this paper is structured as
follows. Section 2 presents the objective of this study.
Section 3 presents the workflow, preprocessing
techniques, ML model, and hyperparameter
optimization. Section 4 presents the experimental
results. Section 5 discusses the results. Section 6
presents the conclusions and future work.

2. Objectives

The objective of this study is to develop an
effective DDoS detection framework using machine
learning techniques. The framework aims to
accurately classify network traffic by selecting the
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best-performing models from various machine
learning and ensemble algorithms, integrating feature
selection to balance detection accuracy with
computational efficiency, and precisely optimizing
model hyperparameters through the comparative
application of particle swarm optimization (PSO) and
Bayesian algorithms.

3. Material and Methods
3.1 Workflow of Experiment

In this experiment, we optimize machine
learning models for DDoS attack detection by
proposing a workflow consisting of model selection,
feature selection, and hyperparameter optimization to
achieve the best performance. The experimental
workflow is shown in Figure 2.

First, during data preprocessing, we removed
records with null values to ensure data integrity. Next,
the dataset was split into an 80% training set and a
20% testing set using stratified sampling to preserve
the class distribution in both subsets to prevent biased
evaluation. The data were then normalized to a unified
scale to prevent feature dominance and improve
model stability. The selected DDoS datasets have a
significant class imbalance between benign and attack
traffic. Therefore, we employed synthetic minority
over-sampling technique (SMOTE) to generate
synthetic minority samples and improve class
distribution, thereby enhancing the reliability of the
learning process. Importantly, SMOTE was applied
only to the training set to ensure the test data remained
original. Second, we perform baseline model selection
by evaluating various machine learning algorithms,
including LR (Cox, 1958), KNN (Cover & Hart, 1967),
DT (Breiman et al., 2017), CatBoost (Prokhorenkova
et al., 2018), RF (Breiman, 2001), and XGBoost. The
objective of this process is to identify the most
suitable algorithm by comparing their performance in
terms of accuracy and Fl-score. This comparison
identifies the best model architecture with sufficient

efficiency to capture the patterns of DDoS attack
behavior. After model selection, we determined the
optimal number of features using an information gain-
based ranking method combined with cross-validated
performance evaluation. The feature selection process
helps retain only the most informative attributes while
reducing redundancy and computational overhead.

Third, we utilized hyperparameter optimization
using two optimization techniques: Bayesian
optimization and PSO. These methods explore the
search space more efficiently than manual tuning,
allowing the model to reach its optimal configuration
in terms of accuracy, Fl-score, and generalization
capability.

Finally, we evaluated the performance of the
baseline model and the fully optimized model,
including feature selection and hyperparameter
tuning. Based on this comparison, each stage of the
workflow helps improve the accuracy and stability of
DDoS detection, ensuring robust detection coverage
across all attack categories included in the training
dataset.

3.2 Dataset

In this study, the BCCC-cPacket-Cloud-DDoS-
2024 dataset, which is part of the cybersecurity datasets
released by the Behaviour-Centric Cybersecurity Center
(BCCC) at York University, was used as the main
source of traffic data. This dataset is publicly available
and was collected from a real cloud computing
environment over a five-day period. It focuses on
TCP-based DDoS attacks and was developed to
address several issues commonly found in older
benchmark datasets. Many traditional datasets contain
synthetic or generated traffic in laboratory
environments or include only a narrow range of attack
types. In contrast, BCCC-cPacket-Cloud-DDoS-2024
provides traffic that reflects conditions closer to a
modern cloud infrastructure and offers broader attack
diversity through 17 distinct DDoS scenarios.
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Figure 2 Experiment Workflow

One of the strong advantages of this dataset is
the level of detail included in the data. Each record
contains 326 features, allowing models to capture
subtle traffic patterns that older datasets often fail to
detect. The dataset is also relatively large, consisting
of 641,668 traffic records, which helps reduce bias
during model training and supports more reliable
validation across multiple learning algorithms.

The dataset is organized into two traffic
categories, as shown in Figure 3, consisting of
413,199 benign traffic samples and 228,469 attack
traffic samples. This structure makes it suitable for
testing both binary and multiclass detection
approaches.
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Figure 3 Class Distribution in the BCCC-cPacket-Cloud-DDoS-2024 Dataset

3.3 Data Preprocessing
3.3.1 Data Cleansing, Normalization and SMOTE

During the data preprocessing stage, the dataset
was cleaned to make the data suitable for model
training. This step was necessary because structured
data often contain missing or empty fields. We
cleaned the data by deleting records with empty
values to enable complete model execution. Then, the
categorical output label classes were encoded into
numerical classes, with 0 representing the benign
class and 1 representing the attack class.

After the initial data cleansing, the dataset was
partitioned into training and testing sets using a
stratified random split technique with an 80:20 ratio.
This approach ensures that the class distribution
between benign and attack traffic remains consistent
in both subsets. A fixed random seed set to 42 was
utilized to ensure the reproducibility of the
experiments and to verify that the split was not time-
dependent. Crucially, this data splitting was
performed prior to normalization and SMOTE to
prevent data leakage.

Next, we applied normalization (Krishna &
Sahu, 2015) to scale the features to a similar range.
Some columns had small values, while others were
much larger values, and placing the data on the same
scale makes the training smoother and prevents any
single feature from dominating simply because it has
larger values.

One major issue in intrusion detection datasets
is class imbalance, where normal traffic records
usually outnumber attack traffic by a large margin. To
handle this issue, the SMOTE (Chawla et al., 2002)
method was applied. SMOTE interpolates between

existing minority-class points to generate new
synthetic samples rather than simply copying minority
samples. This gives the model more balanced data to
learn from and usually leads to better recognition of
attack patterns. Importantly, this oversampling
technique was applied exclusively to the training set
after the data splitting process to prevent data leakage.
The test set remained unmodified, ensuring that model
evaluation was conducted on original, real-world
traffic patterns.

3.3.2 XGBoost Model

As detailed in the experimental evaluation,
XGBoost achieved the highest baseline performance.
Therefore, its underlying mathematical formulation is
explicitly described in this section.

XGBoost (Chen & Guestrin, 2016) is a boosting
method that builds several decision trees one step at a
time. Each new tree is added to correct the mistakes
made by the previous ones, so the model gradually
becomes more accurate without making the structure
unnecessarily complicated. The core idea is to reduce
the overall error as much as possible at every stage.
The process is performed by optimizing the objective
function, as shown in Equation 1.

Obj= X I(y;, 9+ Xici Q(f) M

where y, is the true label of sample i, J; is the
predicted value, I(y,, §,) is the loss between the true
and predicted values, f, 1S the k-th decision tree,
Q(fy) is the regularization term that keeps the tree
from becoming too complex, K is the number of trees,
and n is the total number of samples.
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To decide how each new tree should be built,
XGBoost uses the gradient and the second derivative
of the loss. These values indicate how much each
sample contributes to the error. The score or weight

for a node can be calculated using Equation 2.

_ zielgi
Score = ——y 2)

where g, is the gradient of the loss for sample
1, h; is the Hessian second derivative of the loss, I is
the group of samples that fall into that node, and A is
the regularization term controlling how strong the
adjustment should be.

The algorithm looks at which parts of the data
the current model handles poorly, then grows new
trees to fix those specific areas. By doing this
repeatedly, the model improves step by step while still
being kept under control to avoid overfitting.

3.3.3 Feature Selection

Feature selection with information gain is a
simple way to keep only the attributes that help the
model predict the output. The idea is based on
entropy; if a feature reduces uncertainty about the
final label, then that feature is considered important.
In contrast, features that do not substantially change
the uncertainty are treated as less useful and can be
removed. This helps reduce unnecessary computation
and prevents the model from learning noise. The
information gain between a feature X and the output
label Y can be expressed as Equation 3. A higher
value of information gain means that the feature
carries more information about the output and is
therefore more valuable for model training.

)
I(X;Y) =p(x,y) log (pf)ﬁ) @

where X is the feature input, Y is the output
class, p(x,y) is the joint probability of feature input
and output, p(x) is the probability of the feature
x, p(y) is the probability of the output y.

In our experiment, we calculated the information
gain for all 326 features, and the features were ranked
from the most to the least informative. To understand
how the number of selected features affects the
classifier, different values of n were tested, starting
from very small subsets up to all 326 features. The
number of top features was evaluated by training the
model and measuring its performance, allowing us to

identify the optimal number of features that yields the
highest accuracy and F1-score. This process ensures
that the model learns only from features that truly help
with prediction, reduces redundant data, speeds up
computation, and stabilizes final performance.

3.4 Hyperparameter Optimization

After selecting the features and deciding which
machine learning model to implement, the next step is
to adjust the hyperparameters. These are fixed settings
that guide how the model learns, such as the learning
rate, tree depth, number of trees, or regularization
strength. Because these values can substantially affect
model performance, they must be chosen carefully. A
simple and efficient search method helps identify a
good setup without using excessive computing time.
In this work, two optimization methods were used:
PSO and Bayesian optimization. Both approaches aim
to search for a hyperparameter set that provides better
accuracy and stability while reducing manual error.

In this study, both optimization methods were
applied to optimize the same set of five
hyperparameters. The stopping criteria for both
algorithms were defined by a fixed maximum number
of iterations. In our experiment, we set the maximum
value to 50 iterations. Additionally, for PSO, the
initial positions of the particles were generated
randomly within the predefined boundaries of the
search space.

3.4.1 Particle Swarm Optimization

Particle swarm optimization (Kennedy &
Eberhart, 1995) is a search method used to adjust
hyperparameters without relying on gradients. In this
approach, each candidate hyperparameter set is
represented as a particle in a multidimensional search
space. Every particle keeps track of two values: its
best score obtained so far and the best score reached
by any particle in the group.

During the search, the particle positions are
updated by combining these two references, allowing
the swarm to move toward regions that produce better
results. Because PSO evaluates the model directly
without requiring strict mathematical conditions, it
can cover a large search area and locate suitable
hyperparameter settings that may not be found by
manual tuning. As illustrated in Table 1, particle
updates are guided by the personal best (py.s;) and the
global best (gpest ), representing the best solutions
found by individual particles and the entire swarm,
respectively.
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Table 1 Pseudocode for PSO

Step

Description

Initialize a swarm of particles (p;) with random hyperparameter sets

For each particle (p;), evaluate the model using its current hyperparameters

Set the personal best position (ppest) for each particle

Set the global best position (gpes¢) from all particles

For (t=1) to Max Iterations do

For each particle (p;) do

Update velocity (v;) using (Ppest) and (gpest)

Update position (x;) using the new velocity

Evaluate the model at the new position (x;)

If performance ((x;)) better than performance ((Ppest)) then

Update (pbest: xi)

End if

End for

Update (gpest) from all (ppese)values

End for

=== == ==
= Iv Il foedl 1ol D= =N SN B [- N (VR NS [OVR [N o

Return (gpes:) as the selected hyperparameter set

Table 2 Pseudocode for Bayesian Optimization

Step Description
1 Define the search space for hyperparameters
2 Initialize a set of random samples and evaluate their model performance
3 Fit a simple surrogate model using evaluated points
4 for t =1 to Max Iterations
5 Use the surrogate model to compute the acquisition score for candidate points
6 Select the next hyperparameter set Xt with the highest acquisition score
7 Evaluate the model using Xt
8 Add Xt and its performance to the history
9 Update the surrogate model with all collected data
10 end for
11 Return the hyperparameter set with the best recorded performance

3.4.2 Bayesian Optimization

Bayesian optimization (Snoek et al., 2012)
operates by creating a simple model that estimates
which hyperparameter values might yield good results.
It does not test many settings at random. Instead, it
learns from each run and updates its estimates step by
step. In each round, it chooses new values by
combining two actions: first testing settings that already
appear promising and then exploring new areas that
may lead to better results. This balance helps identify
good hyperparameters with fewer trials, which is
helpful when model training takes a long time, as
shown in Table 2.

In this algorithm, the search space for
hyperparameters is first defined, and a small set of
random samples is evaluated to initialize the surrogate
model. At each iteration, the model computes an
acquisition score for candidate hyperparameters,
selects the one with the highest score, evaluates its
performance, and updates the model with all collected

data. This iterative process continues until a
maximum number of iterations is reached, after which
the hyperparameter set with the best recorded
performance is returned.

4. Experiments and Results
4.1 Experiment Setup

In this experiment, several machine learning
models were tested and integrated with hyperparameter
optimization to identify settings that provide the best
accuracy and Fl-score for DDoS detection. All
experiments were carried out in a standard Google Colab
environment using Python 3.12. The workflow steps
included data preparation, feature selection, and model
tuning. Several libraries were used: NumPy 2.0.2 and
pandas 2.2.2 were used for handling and organizing the
dataset, while scikit-learn 1.6.1 supported preprocessing
tasks and feature selection. Matplotlib 3.10.0 and
seaborn 0.13.2 were used to generate plots throughout
the analysis. For hyperparameter search, Optuna 4.6.0
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handled automatic tuning, and PySwarms 1.3.0 was
applied for PSO. Additionally, XGBoost 3.1.2 and
CatBoost 1.2.8 were utilized for model training and
evaluation in the ensemble learning framework.

Model training and evaluation were executed on
a regular Colab runtime with a shared CPU environment
using an Intel Xeon-class processor and default RAM
allocation. This experiment setup was sufficient for
testing multiple algorithms and running the optimization
algorithms. The versions of the libraries used in this
study are listed in Table 3.

4.2 Model Evaluation

In this experiment, model performance was
evaluated using confusion metrics, including accuracy,
precision, recall, and F1-score. These metrics are based
on the number of true positives (TP), false positives
(FP), true negatives (TN), and false negatives (FN).
True positives represent instances where the system
correctly detects an attack, while false positives are
cases where the system incorrectly predicts an attack
for benign traffic. True negatives are instances correctly
classified as benign, and false negatives occur when
attack traffic is mistakenly classified as benign. The
evaluation metrics are defined in Equations 4-7.

Furthermore, to evaluate the model’s ability to
distinguish between classes at various threshold
settings, we utilized the receiver operating
characteristic (ROC) curve and the area under the

Table 3 Software packages and versions used in the experiment

curve (AUC). The ROC curve plots the true positive
rate, which is equivalent to recall, against the false
positive rate (FPR). The FPR measures the proportion
of benign traffic incorrectly classified as an attack and
is defined in Equation 8:

TP+TN

Accuracy = ———— 4)
TP+TN+FP+FN
.. TP
Precision = (5)
TP+FP
TP
Recall= (6)
TP+FN
2x Precision x Recall
F1-Score=—————— (7N
Precision +Recall
FP
FPR= (8)
FP+TN

4.3 Result of Model Selection

The performance of various machine learning
models was evaluated to determine the most effective
algorithm for DDoS detection. The models tested
included LR, DT, KNN, CatBoost, RF, and XGBoost.
All algorithms were trained on the same dataset,
which had already undergone normalization and
SMOTE for class balancing. At this stage, feature
selection was not applied, and all features were used
for testing. The evaluation results are summarized in
Table 4.

Package Version Description
Python 3.12 Python programming language
Scikit-learn 1.6.1 Preprocessing, feature selection, and classical ML models
XGBoost 3.12 Gradient boosting framework for optimized classification
CatBoost 1.2.8 Robust gradient boosting algorithm with symmetric trees
Pandas 2.2.2 Data structure handling in data frame format
NumPy 2.0.2 Numerical computing and array operations
Matplotlib 3.10.0 Graphical visualization and plotting
Seaborn 0.13.2 Statistical data visualization
Imbalanced-learn 0.14.0 Handling class imbalance
Optuna 4.6.0 Automatic hyperparameter optimization framework
PySwarms 1.3.0 PSO toolkit

Table 4 Comparative Performance of Baseline Machine Learning Models

Accuracy Precision Recall F1-score
Algorithm %) (%) %) %)
LR 95.18 97.73 87.30 92.23
DT 96.40 96.25 91.08 93.59
KNN 97.61 97.73 94.93 96.31
CatBoost 98.62 96.45 98.03 97.23
RF 99.00 98.97 98.16 98.56
XGBoost 99.14 99.40 97.98 98.69




SATHAPORN ET AL.
JCST Vol. 16 No. 3, July-September 2026, Article 204

From the results shown in Table 4 and Figure
4, ensemble learning models, including CatBoost, RF,
and XGBoost significantly outperformed traditional
models such as LR, KNN, and DT. While traditional
algorithms struggle to capture the complex, non-linear
relationships in high-dimensional network data or are
prone to overfitting, ensemble methods overcome these
limitations by combining multiple decision trees to
reduce both bias and variance. Among these algorithms,
XGBoost achieved the highest overall performance.
Its success is attributed to its advanced gradient
boosting framework, which sequentially builds
decision trees to correct previous prediction errors. By
optimizing a differentiable loss function, it precisely
targets and minimizes classification mistakes.
Furthermore, its integrated regularization techniques
effectively manage complex feature interactions and
imbalanced data to prevent overfitting.

4.4 Result of Features Selection

The next step of the experiment focused on the
number of features with the highest information gain
values to use in hyperparameter optimization. The
advantage of feature selection techniques is that they
not only reduce the number of variables, but it also
decreases model complexity, enable faster model
training and testing, reduce overfitting, and improve
generalization. In this study, we searched for the
optimal number of features by testing different feature
set sizes. We started with the top 5 features and
evaluated them using the XGBoost model with F1-
score value. The results were recorded, and then the
number of features increased to 10, 15, and 20 until
using all features.

Comparison of Machine Learning Model Performance
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We evaluated feature selection performance by
gradually adding more input features based on their
information @ain ranking. The results are shown in
Figure 5; the x-axis represents the number of top-
ranked features while the y-axis represents the cross-
validated F1-score, which demonstrates the model’s
predictive reliability across varying feature subset
sizes. The graph shows a rapid increase in the F1-
score at the beginning, indicating that the top-ranked
information gain features carry significant information.
As training continued, the improvement in F1-score
became very small. Therefore, we selected the top 100
features to balance the trade-off between the slight
gain in Fl-score of approximately 0.001 and the
increased model complexity.

4.5 Performance of Hyperparameter Optimization

For additional performance improvement, two
optimization methods were applied: Bayesian
optimization and particle swarm optimization. Both
methods explored the same set of key parameters,
such as the number of trees, learning rate, depth, and
sampling ratios. Bayesian optimization searched for
the best values by building a simple probabilistic
model and updating it after each trial. PSO, on the

Table 5 Optimized Hyperparameters of XGBoost

other hand, searched through a group of candidate
solutions that move across the search space. These
two approaches helped the model identify better
hyperparameters and improved overall detection
performance. The optimized values obtained from the
optimization methods are summarized in Table 5.

Hyperparameter optimization produced different
results for XGBoost. PSO selected a lighter model
with 391 trees, depth 8, and a small learning rate of
0.059. Therefore, PSO showed a more stable and less
complex model. In contrast, the Bayesian method
chose a stronger setup with 441 trees, depth 9, and a
learning rate of 0.087. The results indicate that
Bayesian search pushed the model to learn faster and
use a deeper structure.

Furthermore, the genetic algorithm (GA)
generated the deepest and most complex structure by
selecting a maximum depth of 10, combined with 442
trees and a high learning rate of 0.176. Finally,
simulated annealing (SA) selected the largest
ensemble size with 452 trees, a depth of 9, and the
highest learning rate of 0.189, all values are shown in
Table 5. After applying these tuned parameters
together with the top 100 selected features, the final
performance results for the XGBoost model are
presented in Table 6.

ML Algorithm Optimization Hyperparameter Type Range Optimized value
technique
XGBoost PSO N estimators Discrete 200 — 500 391
Learning rate Continuous 0.01-0.2 0.0595
Max depth Discrete 3-10 8
Subsample Continuous 0.7—-1.0 0.7001
Colsample by tree Continuous 0.7—-1.0 0.9754
XGBoost Bayesian Optimization N estimators Discrete 200 — 500 441
Learning rate Continuous 0.01-0.2 0.0872
Max depth Discrete 3-10 9
Subsample Continuous 0.7-1.0 0.8387
Colsample by tree Continuous 0.7-1.0 0.9180
XGBoost Genetic Algorithm N estimators Discrete 200 — 500 442
Learning rate Continuous 0.01-0.2 0.1763
Max depth Discrete 3-10 10
Subsample Continuous 0.7-1.0 0.896
Colsample by tree Continuous 0.7—-1.0 0.876
XGBoost Simulated Annealing N estimators Discrete 200 — 500 452
Learning rate Continuous 0.01-0.2 0.1891
Max depth Discrete 3-10 9
Subsample Continuous 0.7—-1.0 0.8446
Colsample by tree Continuous 0.7-1.0 0.962
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Table 6 Comparison of Hyperparameter Optimization Results for XGBoost

ML Features Optimization Accuracy Precision Recall F1-score ROC-AUC
Algorithm Technique (%) (%) (%) (%) (%)
XGBoost 100 No 99.15 99.38 98.03 98.70 98.87
XGBoost 100 Bayesian 99.29 99.26 98.57 98.91 99.11
XGBoost 100 PSO 99.27 99.39 98.38 98.88 99.04
XGBoost 100 Simulated 99.27 99.24 98.53 98.88 99.08
Annealing
XGBoost 100 Genetic 99.25 99.13 98.57 98.85 99.07
Algorithm
Performance of Hyperparameter Optimization
I Accuracy
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99.26 99.24 B Fl-Score
100.0 #13
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Figure 6 Hyperparameter Optimization Results for XGBoost

As shown in Figure 6 and Table 6, the results
show that tuning the hyperparameters improves model
performance. The baseline XGBoost model, trained
without any optimization, achieved an accuracy of
99.15%, a precision of 99.38%, a recall of 98.03%, an
Fl-score of 98.70%, and an ROC-AUC of 98.87%.
After applying Bayesian optimization, the model
reached an accuracy of 99.29%, a precision of
99.26%, a recall of 98.57%, an F1-score of 98.91%,
and an ROC-AUC of 99.11%. With hyperparameters
tuned by PSO, XGBoost achieved an accuracy of
99.27%, a precision of 99.39%, a recall of 98.38%, an
Fl-score of 98.88%, and an ROC-AUC of 99.04%.
These results indicate that hyperparameter tuning,
particularly with Bayesian optimization, not only
enhances accuracy and F1-score but also improves the
ROC-AUC, demonstrating the model’s enhanced
capability to distinguish between benign and attack
traffic compared with the baseline model.

To provide a more comprehensive comparison,
we included simulated annealing and the genetic

13

algorithm to extend the experiments. As shown in
Table 6, all techniques improved the baseline XGBoost
model, but Bayesian optimization consistently
maintained the highest overall performance in
accuracy, F1-score, and ROC-AUC. Interestingly, the
genetic algorithm achieved the same high recall as the
Bayesian method but had the lowest precision, which
leads to a lower Fl-score. Meanwhile, simulated
annealing provided a good balance, matching PSO in
both accuracy and F1-score, while achieving slightly
better recall and ROC-AUC. This analysis confirms
that while search algorithms such as PSO, simulated
annealing, and genetic algorithm are highly capable,
Bayesian optimization remains the most reliable and
efficient method for fine-tuning XGBoost in DDoS
detection.

The confusion matrix results reveal distinct
performance characteristics among the optimization
strategies, as shown in Figure 7 and Table 7. The
Bayesian optimization technique demonstrated
superior capability in identifying malicious traffic by
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achieving the highest number of TP at 33,600 and the
lowest count of FN at 487 samples. This indicates that
the Bayesian approach significantly reduces the risk
of missed attacks compared with the non-optimized
model, which had an FN of 672 and the PSO
technique, which had false negatives of 552.
Consequently, Bayesian optimization proves to be the
most robust method for minimizing security breaches
in a critical cloud environment.

Regarding false alarm rates, the PSO algorithm
achieved the best stability with the lowest false
positive count of 206 and a false positive rate of
0.295%. The baseline model performed similarly with
an FP of 208, whereas the Bayesian optimization

Table 7 Confusion Matrix Results

model showed a slight increase to 250 FPs and false
positive rate of 0.358%. While SA achieved a
competitive detection rate, with a TP 0of 33,599, nearly
on par with the Bayesian method, it produced the
highest false positive rate of 0.421%. While GA
achieved a competitive detection rate, with a TP of
33,599, nearly on par with the Bayesian method, it
produced the highest false positive rate of 0.421%.
Meanwhile, SA produced a lower false positive rate
of 0.368%. Similarly, GA demonstrated slightly less
optimal results, with a false positive rate of 0.368%.
Although the Bayesian model caused slightly more
false alarms, it provided the best detection of actual
threats, effectively improving overall security.

ML Algorithm O,;):lcl;::lzi:?lzn True Positive False Negative  True Negative  False Positive Fall::tf(;:/l:;ve
XGBoost No 33,415 672 69,628 208 0.298
XGBoost Bayesian 33,600 487 69,586 250 0.358
XGBoost PSO 33,535 552 69,630 206 0.295
XGBoost Simulated 33,585 502 69,579 257 0.368

Annealing
XGBoost Genetic Algorithm 33,599 488 69,542 294 0421

Confusion Matrices of XGBoost Models under Different Optimization Techniques
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5. Discussion

The superior performance of XGBoost can be
explained by its gradient boosting framework, which
sequentially builds decision trees by optimizing a
differentiable loss function. This approach allows
XGBoost to effectively reduce both bias and variance,
handle feature interactions efficiently, and manage
imbalanced data. Furthermore, its regularization
techniques prevent overfitting, which contributes to
its robustness compared with other algorithms
evaluated in this study. Therefore, XGBoost was
selected for further experiments.

With the top 100 features, the model
approaches the highest Fl-score, and adding more
features beyond 100 does not substantially improve
performance but increases computational load.
Therefore, selecting these top 100 features provides a
good balance between model complexity and
detection accuracy, keeping the system efficient while
maintaining strong predictive performance.

The Bayesian-optimized model achieves the
highest accuracy at 99.29% and also improves recall
to 98.57%, which means it can detect more real attack
instances. Its Fl-score also increases to 98.91,
showing a better balance between precision and recall.
The PSO-tuned model produces a similar improvement,
achieving 99.27% accuracy with a recall of 98.38%
and an Fl-score of 98.88. Although slightly lower
than Bayesian, it still performs better than the non-
optimized model.

Overall, the results confirm that hyperparameter
optimization enhances the model’s ability to capture
attack traffic while keeping false predictions low. The
improvements in recall and F1-score are especially
important because they reflect the model’s capability
to identify real threats more effectively. Comparing
the model with different hyperparameter optimization
techniques reveals that Bayesian optimization yields

slightly better results than PSO, indicating that
Bayesian optimization can consistently and more
accurately identify optimal parameters.

The results show that Bayesian optimization
produced slightly lower precision than the baseline
model, but it greatly improved recall and the F1-score.
This result reflects the trade-off between precision and
recall. When a model attempts to detect more actual
attacks, it can sometimes mistake normal traffic for an
attack, which causes precision to decrease. For a
DDoS detection system, high recall is more important
for ensuring that harmful traffic is not missed.
Therefore, Bayesian optimization balanced this trade-
off well by improving the overall F1-score, making
the model more reliable.

5.1 Ablation Study and Component Analysis

The ablation study comprises two comparative
analyses: (i) the effect of feature dimensionality
reduction and a comparison of the proposed
information gain method with standard feature
selection techniques and (ii) the performance gains
achieved using Bayesian and PSO optimization
compared with a non-tuned baseline. The results are
presented in Tables 8 and 9, respectively.

Table 8 demonstrates that reducing the feature
set from 326 to 100 using information gain does not
degrade performance. Furthermore, given the large
size of the test dataset, the slight improvements in
accuracy (0.02%) and recall (0.05%) are statistically
meaningful.  Importantly, this reduction to
approximately 30% of the original dimensionality
significantly lowers computational complexity. The
F1-score of 98.70% validates that the selected subset
captures the essential attack patterns, resulting in a
lighter and more efficient model suitable for
deployment.

Table 8 Impact of Feature Selection Between the Baseline Model and Information Gain

Number of

Feature Strategy Accuracy (%) Precision (%) Recall (%) F1-score (%)
Features
Baseline Model 326 99.14 99.40 97.98 98.69
Information Gain 100 99.16 99.38 98.03 98.70
Table 9 Comparison of Different Feature Selection Methods
Number of .
Feature Selector Accuracy (%) Precision (%) Recall (%) F1-score (%)
Features

Tree-based 100 99.06 99.14 98.73 98.93
Information Gain 100 99.16 99.38 98.03 98.70
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Table 9 compares the proposed information
gain method with a tree-based feature importance
approach. Both methods were evaluated using the top
100 features. The results indicate that the proposed
information gain method achieves superior accuracy
0f99.16% and precision of 99.38% compared with the
tree-based method at 99.06% and 99.14%, respectively.
Although the tree-based approach yields a slightly
higher recall, the information gain method was
selected for the final framework due to its capability
to minimize false positives with higher precision and
maintain the highest overall accuracy.

6. Conclusion

Network security is a significant problem in the
digital era, especially in cloud-based systems, and it
can cause enormous damage to data privacy and
services. This study developed a method to detect DDoS
attacks using a machine learning framework designed
to achieve high performance while maintaining a
model complexity suitable for practical use. The
experimental results demonstrated that the XGBoost
algorithm achieved the highest accuracy when using
data from the top 100 information gain features.
Furthermore, optimizing hyperparameters significantly
improves predictive quality. The proposed framework
was evaluated on the BCCC-cPacket-Cloud-DDoS-
2024 dataset, achieved the highest performance, with
an accuracy of 99.29%, precision of 99.26%, recall of
98.57%, and Fl-score of 98.91%. The experimental
results demonstrate that the proposed framework
improves classification performance while reducing
model complexity by selecting an optimal and
compact feature set.

However, it is important to acknowledge a
limitation regarding the evaluation strategy employed
in this study. We utilized a stratified random split
technique, which effectively validates the model’s
performance on unseen instances of known attacks but
may not fully simulate zero-day attack scenarios in
which the model encounters completely new attack
categories.

To address zero-day attacks, future work will
incorporate  leave-one-attack-type-out  validation
methods to rigorously assess robustness against novel
threats. Additionally, we plan to explore a hybrid
resampling approach combining downsampling of the
majority class with the SMOTE technique. Furthermore,
we aim to extend the framework to multiclass
classification and deploy the proposed model in host-
based or network-based software-defined network
(SDN) tools for real-time detection.
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ROC-AUC Receiver Operating
Characteristic—Area Under the
Curve

SMOTE Synthetic Minority Over-
sampling Technique

XGBoost Extreme Gradient Boosting
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